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V/v moi bao gia goi dao tao chuyén gia bao méat cta Cisco

Kinh gtri: Quy cong ty

Trung tdm Dao tao - Huén luyén nghiép vu Quan ly bay (Trung tdm DPao
tao - Huan luyén) cé nhu cau moi bao gia gobi dao tao chuyén gia bdo mat cia
Cisco (Chi tiét tai phu luc kém theo).

Kinh moi cac Cong ty quan tdm giri bao gia géi dich vu trén dé 1am co s&
xem Xeét.

Thoi gian tiép nhan: Trude 14h00 ngay 23/7/2025.

Hinh thirc giri bdo gid: Ban ctng (d6ng du do).
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Chi phi dao tao: .
1. Thong tin chung cic khoa hoc vé dao tao chuyén gia bdo mat cia Cisco:
1.1 Chuyén gia bao mit mang CCNP Security (Cisco Certified Network Professional Security)

a. Tén khoa hoc: Chuyén gia bao mat mang CCNP Security (Cisco Certified Network Professional
Security):

b. Thoi lugng dao tao: 5 ngay

c. Thoi gian thyc hién: du kién Quy I11/2025

d. Quy m® 16p hoc: 01 16p, du kién 20 ngudi.

e. Hinh thtrc dao tao: Truc tuyén

f. N6i dung dao tao:

Module 1: Gi6i thiéu vé& dong san phim Cisco ASA

- Gi6i thiéu vé céac tinh néng clia san phém ASA

- Gi6i thidu v& cac dong san phim ASA

Module 2: Thuc thi cdc chitc néng két ndi co ban va quan 1y thiét bi
- Bt dau v6i ASA va Cisco ASDM

- Chu hinh cho céc interface va dinh tuyén tinh

- Chu hinh c4c tinh ning co ban d& quan 1y thiét bi

- Chu hinh quan 1y truy nhap

Module 3: Trién khai c4c tinh ning diéu khién truy cap trén ASA
- CAu hinh diéu khién truy nhép co ban

- Str dung Cisco ASA Modular

- Diéu chinh tinh ning Stateful Inspection co ban

- Chu hinh c4c chinh sich 16p ing dung

- Chu hinh didu khién truy nhip ning cao

- Céu hinh gi6i han tai nguyén

- Chu hinh chinh s4ch ngudi ding

Module 4: Trién khai céc tinh ning tich hop trén Cisco ASA

g6i




- Trién khai NAT

- CAu hinh céc tinh ning hoat dong trong sudt trén ASA

Module 5: Trién khai cé4c tinh ning 3o héa va sén sang cao trén Cisco ASA

- Trién khai céc tinh ning 40 héa

- Trién khai c4c tinh ning redundant

- Trién khai c4c tinh ning sin sang ning cao Active/Standby Failover

Module 6: Tich hgp thém cac modular bdo mat trén Cisco ASA

- Giéi thiéu vé& kha ning tich hgp modular

- Tich hop modular AIP-SSM va AIP-SSC

- Tich hgp modular CSC-SSM

Module 7: Gi6i thiéu vé co ché phat hién va phong chéng xam nhap, phin mém Cisco IPS va cac thiét

bi hd trg

- Péanh gi4 co ché phat hién va phong chéng xAm nhap

- Lwa chon phn mém Cisco IPS, phén ctng va céc tng dung hd trg

- Péanh gi4 cac phuong phép phén tich luu lwong mang IPS, cac kha néng 14n trdnh va cac bién phap dbi

pho

- Lua chon kién tric mang IPS va trién khai IDS

Module 8: Lép d4t va van hanh cic bd cam bién Cisco IPS

- Tich hgp bg cam b1en Cisco IPS vao mang

- Thue hién khdi tao ciu hinh cho cic bd cim bién

- Quan 1y céc thiét bi Cisco IPS

Module 9: Ap dung cic chinh sach bao mat Cisco IPS

- CAu hinh phén tich Ivu luong co ban

- Thuc thi Cisco IPS Signatures va Responses

- CAu hinh Cisco IPS Signature Engines va Signature Database

- Trién khai qua trinh hoat ddng Anomaly-Based

Module 10: Téi wu héa viéc phan tich luu lugng va dap ing cho moi trudng mang

- Tuy chinh phén tich luu lugng

- Quan 1y False Positives va Fal Negatives

- Néng cao chit lugng Alarm va Response

Module 11: Quan ly va phén tich céc su kién

- Lip dit va tich hop Cisco IPS Manager Express v6i cac b cam bién Cisco IPS
- Quan ly va nghién ciru céc su kién su dung Cisco IPS Manager Express
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- Str dung Cisco IME Reporting va Notifications

- Tich hop Cisco IPS véi Cisco Security Manager va Cisco Sercurity MARS
- Sir dung Cisco IntelliShield Database va cac dich vu

Module 12: Trién khai céc giai phéap 4o hoéa, 4 tin cdy va hiéu nang cao
- Str dung céc bd cam bién o Cisco IPS

- Trién khai Cisco IPS cho hiéu ning va do tin cdy cao

Module 13: C4u hinh va van hanh phén ctng Cisco IPS

- Chu hinh va van hanh céc module Cisco ASA AIP-SSM va AIP-SSC-5
- Chu hinh va van hanh cac midule Cisco ISR IPS AIM va IPS NME
- Céu hinh va van hanh Cisco IDSM-2

Module 14: Téng quan v& kién triic va cong nghé ASA

- Vai trd ctia VPN va kha ning hd trg ctia ASA

- CAu hinh céc chinh sach, ké thira va céc thudc tinh

Module 15: Giai phép Cisco Clientless Remote-Access VPN

- Trién khai giai phap Clientless SSL VPN

- Céc thiét 1ap nang cao Clientless SSL VPN

- Tty chinh Clientless Portal

- Xéc thuc va cdp quyén ning cao trong Clientless SSL VPN

- Tinh sin sang va hiéu ning cua Clientless SSL

Module 16: Giai phap Cisco AnyConnect Remote-Access VPN

- Trién khai giai phap AnyConnect Remote-Access VPN

- Xéc thuc va cip quyén ning cao trong AnyConnect VPNs

- Trién khai va quan 1y ning cao cho AnyConnect Client

- Chp phép trong AnyConnect sit dung AAA and DAPs

- Hiéu niing va tinh sin sang ciia AnyConnect

Module 17: Cisco Secure Desktop

- Cisco Secure Desktop

Module 18: Giai phap Cisco Ipsec Remote-Access Client

- Trién khai va quéan Iy Cisco VPN Client

Module 19: Giai phép Cisco Easy VPN

- Trién khai giai phap Easy VPN

- Xé4c thuc va cip phép trong Easy VPN

- Xéc thuc néng cao trong Easy VPN




- Tinh sin sang va hiéu niing cho Easy VPN

- Hoat d6ng Easy VPN sit dung ASA 5505 nhu mdt thanh phén client hardware

Module 20: Giai phap Cisco Ipsec Site-to-Site VPN

- Trién khai IPSec Site-to-Site VPNs

- C4c chién lugc dam béo hiéu ning va tinh sin sang cao cho Performance Ipsec Site-to-Site VPN
1.2 Khéa dio tao bio mit hé théng mang véi gidi phap IPS thé hé mai ciia Cisco -Cisco SSFIPS
(Securing Networks with Cisco Firepower Next-Generation IPS SSFIPS):

a. Tén khoa hoc: Khoa dio tao bao méat hé thdng mang véi gidi phap IPS thé hé méi cuia Cisco -Cisco
SSFIPS (Securing Networks with Cisco Firepower Next-Generation IPS SSFIPS):

b. Thoi lvong dao tao: 4 ngay

c. Thoi gian thuc hién: du kién Quy I11/2025

d. Quy mé 16p hoc: 01 1ép, du kién 18-20 ngui.
e. Hinh thirc dio tao: Truc tuyén

f. Noi dung dao tao:

- Cisco Firepower Threat Defense Overview

- Cisco Firepower NGFW Device Configuration
- Cisco Firepower NGFW Traffic Control

- Cisco Firepower Discovery

- Implementing Access Control Policies

- Security Intelligence

- File Control and Advanced Malware Protection
- Next-Generation Intrusion Prevention Systems
- Network Analysis Policies

- Detailed Analysis Techniques

- Detailed Analysis Techniques (cont.)

- Cisco Firepower Platform Integration

- Alerting and Correlation Policies

- System Administration

- Cisco Firepower Troubleshooting

Lab outline

- Initial Configuration

o FMC configuration

o Network Object creation and Variable Set




o Security Zones

o Basic Access Control

o Device registration

o Platform settings

- Network Configuration

o Interface, Routes and NAT

- Threat Configuration

o Network Discovery policy

o Malware & File policy

o Decryption policy

o Intrusion/Network Analysis policy

- Access Control

o Access Control Policy Settings

oRules

o Encrypted Visibility Engine

- Advanced Lab

0 CSDAC in FMC

o Packet-Tracer in Firewall Threat Defense

o Threat Protection & AttackIQ

2. Tai liéu kho4 hoc: Tai liéu bing ban mém.

3. Yéu céu gido vién: )

- C6 bing dai hoc trd 1én mot trong cic chuyén nganh: CNTT, hé thong théng tin, khoa hoc méy tinh,
toan — tin tng dung, an toan thong tin, dién ti, truyén thong, dién tir vién thong, mang mdy tinh va
truyén thong dir liéu. .

- C6 kinh nghiém tdi thiéu 05 nam tham gia giang day v& CNTT ho#c t5i thidu 01 hop dong dao tao véi
vai trd 12 gido vién vé ndi dung ctia khod hoc ma gido vién sé tham gia giang day.

4. H6 so niing lue ciia yhﬁ cung cip
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