TONG CONG TY QUAN LY BAY VIET NAM ~ CONG HOA XA HQI CHU NGHIA VIET NAM
TRUNG TAM DPAO TAO - HUAN LUYEN Péc 1ap - Tw do - Hanh phiic
NGHIEP VU QUAN LY BAY

sé: 74 30 /TTPTHL-DT Ha Néi, ngay 30 thang ¢ ndm 2025
V/v mdi bdo gi4 khéa dao tao tip hudn vé An toan
thong tin va An ninh mang

Kinh giri: Quy cong ty

Trung tdm DPao tao - Huan luyén nghiép vu Quan ly bay (Trung tam Dao
tao - Hufn luyén) cé nhu cdu td chirc khéa dao tao tap hudn vé An toan théng tin
va An ninh mang (Chi tiét tai phu luc kem theo).

Kinh moi cac Cong ty quan tim giri bao gid khoa dao tao trén dé lam co
s xem Xét.

Thoi gian tiép nhan: Trude 16h00 ngay 01/8/2025.

Hinh thirc giri béo gid: Ban cing (d6ng diu do).

Dia chi nhan béo gia:

- Trung tdm Dao tao - I—{ué"n‘{ luyén nghiép vu Quan ly bay; S6 5 ngd 200
duong Nguyén Son, Phuong Bo e, Ha Nai.

- Nguoi lién hé: Ba Ta Thu Trang, sb dién thoai: 0906.655.623

Mong nhan dugce su hop tac cua Quy cong ty.

Trén trong./. W

Noi nhan:
- Nhu trén;
- Lwu: VT, BT (02b).

£
/ “\ul\bﬂ u[j’r POC

o

S TRUNG TAM AN
()\ DAD TAO-HUAN LUYEN

NGHIEP VU UUAH LY BAY-

-CHI NHANH
TONG CONG TY
QUAN LY BAY ;

A VIET NAM - Wis /
\y\u NG TV THHH " < /

/-,.r Fer
G

'N’guyen Pinh Tuin

!
e



Phu luc

(Kém theo Viin ban s6 A130 /TTDTHL-PT ngay 50 thing 7 ndm 2025)
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Chi phi dao tao:
Khéa dao tao tp huén vé& An toan thong tin va
An ninh mang
1. Thoi lwgng dao tao: 03 ngay (c6 ca ngay
nghi cudi tudn).
2. Thoi gian thwe hién: Tir cudi théang 8/2025
3. Qui mo 16p hge: 03 16p, 30-50 nguoi/lop.
4. Hinh thirc, dia diém hoc: Hoc truc tlep tai
03 khu vwe: Ha Nboi, Pa Ning, TP Hb Chi
Minh.
5. N§i dung khoéa hoc:
Chuyén dé 1
1. Gi6i thidu téng quan
- B6i canh an ninh mang — toan cu, APAC,
Viét Nam.
- Phan tich c4c sy cb ndi bat 2024-nira dau
2025.
2. Xu huéng & mbi de doa tiém 4n nam 2025
- Al + t6i pham mang, deepfake, phishing.
- ToT & mbi de doa méi.
- Ransomware, APT, leak dir liéu.
- Case study: cc cudc tAn cong gin day.
3. Khung phéap ly hién hanh
- Phén tich Lut 2018: quyén, nghia vu, bién
phap.
- Dién giai Nghi dinh 53/2022.
- Vai trd lwc lugng chuyén trach, cip quén ly
& DN.
- Bai tap tinh hudng phap ly — d6i phé su cb,
Xt Iy ndi dung vi pham.
4: Updates & chinh sach méi
- TAm nhin & no6i dung Luét An ninh mang
2025.
- Cam két quéc té, lién minh g pho.

- Anh huéng dén doanh nghi¢p: compliance,
chuén hoa, cap nhat tidu chuin.
Chuyén dé 2
1: Cac khéi niém co ban vé An toan thong tin
- Dinh nghia quan trong:
+ An toan thong tin (Information Security)
+ An ninh mang (Cybersecurity)
+ Bao mét (Confidentiality), Toan ven
(Integrity), Sin sang (Availability) — Tam gidc
CIA
+ Xéc thuc (Authentication), Uy quyén
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(Authorization), Non-repudiation

- Phén biét ATTT va AT mang

- Nguyén tic bao mét 5 yéu t6: Chinh sach —
Con ngudi — Quy trinh — Céng nghé — Giam
sat

- Céc chuén théng dung: ISO/IEC 27001,
NIST Cybersecurity Framework, CIS Controls
Théo ludn nhém: “Néu mét tinh sén sang trong
hé théng ERP s& anh huong gi?”

2: Rui ro & nguy co mat ATTT trong doanh
nghiép hién nay

- Céac dang moi de doa pho bién:

Méi de doa tir bén ngoai:
» Phishing, Social Engineering
» Ransomware, Malware tAn cong vao hé
théng may chi
» DDoS & APT (Advanced Persistent Threat)
-Mbi de doa tir bén trong:
» Nhan vién lam dung quyén
» Sai s6t do thiéu nhén thirc
-Top rui ro hién nay tai Viét Nam:
- RO ri dit 1iéu khach hang (CRM, ERP)
- T4n cbng vao ha ting d4m may
- Loi dung Al dé tao deepfake, phishing nang
cao

- Chi phi trung binh cho su ¢6 bao mat & tac
d6ng dén uy tin

- Quy trinh danh gi4 ri ro theo ISO 27005
-Théo luén va thuc hanh

- Su ¢b ransomware tai mot ngén hang Viét
Nam — phén tich nguyén nhén va hdu qua

- Demo tin cbng ransomeware vao ha tang a0
héa VMware

3: C4c md hinh trién khai an toan théng tin
trong doanh nghiép

- M6 hinh truyén théng vs M6 hinh hién dai

- Perimeter Security — Zero Trust Architecture
- 3 md hinh trién khai ATTT phb bién:

- Tap trung (Centralized) — T4t ca bdo mat tai
trung tdm

- Phan tan (Decentralized) — Tai timg bd phin
- K&t hop (Hybrid) — Phit hop doanh nghiép
lén

- Céc thanh phan chinh trong kién tric bao mat
doanh nghiép:

- Firewall, IDS/IPS, Endpoint Protection
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- SIEM, DLP, IAM (Identity & Access
Management)
- M6 hinh quan Iy su c¢b (Incident Response
Plan)
-Thao luan

4: Téng quan v& SOC & thanh phan trong
SOC
- SOC ]a gi?
- Trung tAm diéu hanh an ninh (Security
Operation Center)
- Vai trd: Gidm sét, phat hién, phan ng, didu
tra
- Chirc néng chinh cta SOC:
- Monitoring & Detection — Giam sat 24/7
- Incident Response — X1 ly su cb

- Threat Intelligence — Phan tich méi de doa
- Compliance — Dam béo tuén thi luat & tiéu
chudn

- Céc thanh phén c6ng ngh¢ trong SOC:

- EDR
- XDR
- SIEM: Splunk, QRadar, ELK

- SOAR: Ty dong héa xr ly su cb

- UEBA: Phén tich hanh vi nguoi diung

- Threat Intel Platform
- Nhén sy trong SOC:
- Level 1: Analyst — Gidm sét su kién

- Level 2: Incident Responder — Piéu tra, xir ly
- Level 3: Threat Hunter — San tim méi de doa
- SOC Manager: Quan tri, chién luoc

- M6 hinh SOC:

- In-house SOC

- Managed SOC (MSSP)

- Hybrid SOC

Demo thuec té:

- Gigi thiéu dashboard STEM (Splunk hodc
ELK)

- Vi du x1t ly canh bao tir Firewall — phén tich
log — tao Incident Ticket

-Thao Iudn nhém:

- Gia 1ap su ¢b Phishing — xir Iy theo quy trinh
SOC

-Chuyén dé 3

1: Quén ftri an ninh mang theo ISO 27001 &
NIST méi nhat

- ISO/IEC 27001:2022 (phién ban méi nhat)
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- 11 diéu khoan chinh, 4 nhém diéu khién méi
- Tich hop quén trj ri ro va bao mét trong
chién lugc kinh doanh

- Céc bude tridn khai ISO 27001 trong thuc té
doanh nghiép

- NIST Cybersecurity Framework (CSF) 2.0 -
2024 Update

- 6 chirc ndng chinh: Identify — Protect —
Detect — Respond — Recover — Govern

- Céch &p dung NIST dé danh gia maturity
level

- So sanh ISO & NIST: Khi nao dung ISO, khi
nao dung NIST?

- Vai tro cua lanh dao:

- Thiét 1ap governance structure cho an ninh
mang

- Gén KPI bao mat vao quén tri doanh nghiép
-Théo luén: Doanh nghiép ban dang & mirc
maturity nao (theo NIST)?

2: Chién lugc an ninh mang cho lanh dao
-Tai sao can chién lugc?

- 80% doanh nghiép bi tin cong nghiém trong
do thiéu chién lugc bao mét dai han

- Céc thanh phén ctia chién lugce an ninh mang:
- Panh gia rii ro & phan tich GAP (theo ISO
27005/NIST)

- Xéc dinh tAm nhin & myc tiéu bao mét

- Thiét 14p md hinh quan tri (Governance
Model)

- L6 trinh déu tu & ngan sach bao mat
(CAPEX/OPEX)

- Chinh sach bao mét & dao tao nhén sy

- Tich hgp an ninh mang vao chién hrgc
chuyén dbi sb

- Béo c4o ATTT cho Héi ddng quan tri — phai
thé hién gi?

Théao luédn

3: Quy trinh Ung ciu sy cb (Incident
Response) chuan NIST

- 6 giai doan IRP theo NIST SP 800-61 Rev.2:
- Preparation — Xay dung ké hoach IR, phan
cong vai tro

- Detection & Analysis — X4c dinh su c¢d, phan
loai mic do

- Containment — Ngén chén lan rong

- Eradication — Loai bo nguyén nhén gbc




- Recovery — Khoi phuc hé thong an toan

- Lessons Learned — B4o céo, cai tién chinh
sach

- Vai trd cia lanh dao trong mdi giai doan:

- Kich hoat IR Team & phé duyét nguédn luc

- Ra quyét dinh phéap 1y, truyén théng, tai chinh
- DPam phéan véi co quan quan ly nha nudc

- Demo: So d6 quy trinh IR + Dashboard gidm
sat

4: Workshop md phong & quéan tri khing
hoang

- Kich ban 1: T4n céng ransomware vao ERP —
C6 tra tién chubc hay khong?

- Kich ban 2: L6 dir 1iéu 10.000 khach hang —
Xt Iy truyén théng va béo cdo nha nuée

- Kich ban 3: Website thuong mai dién tir bi
DDoS trong mua cao diém

-Thao luén:

- Chia nhém lanh dao — Ra quyét dinh trong
20 phut — Trinh bay giai phéap

- Hoc bai hoc thure té tir cac vu viée 16n
(Colonial Pipeline, Vietcombank phishing...)
6. Tai liéu: 1 ban cimg/hoc vién

7. Yéu céu gifo vién:

- C6 kinh nghiém t6i thiéu 05 nam tham gia
gidng day v& CNTT hogc t&i thiéu 01 hop
dE“)ng dao tao vi vai tro 1a gido vién vé an toan
théng tin, bado mat;

- C6 bang dai hoc trd lén mdt trong cac
chuyén nganh: CNTT, hé théng thong tin,
khoa hoc may tinh, to4dn — tin ng dung, an
toan thong tin;

- Téi thidu 1 gido vién 12 c4n bd Cuc An ninh
mang va phong chdng t6i pham st dung cong
nghé cao B6 Cong An (A0S) truc tiép giang

day.
8. Ho so ning lwc ciia nha cung cap
(€ 1 N baANg Chit:.vncivreriniiiiiiiiiciiiiniecceniiicreritiiaiesaeae

Gia trén la gia tron goi da bao o6m thué VAT (néu c6) va cic chi phi khic lién quan




